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Using the Sphereon Wallet

-

Welcome to your
Sphereon Wallet

Receive and share accreditations,
credentials, badges and identity details.

Get Started
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Using the Wallet

10:007

Credentials

Personal Identification Data
Ausweis elD

Bundesdruckerei GmbH

Expires: 12/9/2024

This is the “Home" of Wallet.

The default view is the Card view.
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Using the Wallet

10:007 | But you can switch to a List view.

Credentials

Personal Identification Data
( Bundesdruckerei GmbH
1/25/2024 Expires on 12/9/2024
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Using the Wallet

10:00 7 | On the bottom you see a menu

Credentials bar.

Personal Identification Data
( Bundesdruckerei GmbH
1/25/2024 Expires on 12/9/2024
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The Menu bar
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Using the Wallet

This icon is for the Home view.

(0]

phereon



Using the Wallet

This is for the QR-code scanning.

It enables you to scan a QR-code
presented by an organization that
wants to provide you with a
credential.
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Using the Wallet

The same icon also enables you to
scan a QR-code presented by an
organization that requests
information from you.
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Using the Wallet

This is for the Notifications view.

If there are messages for you from
one of your Contacts, you will find
them here.
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Using the Wallet

This is for the Catalog view.

The Catalog view will show you all
the credential cards that are
available for you to collect in your
wallet.
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Using the Wallet

This is for the Contacts view.

Any organization that you have
agreed to have a connection with,
can be found here.
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Using the Wallet

15:9@ You can navigate and use all the
o wallet functions using the menu
bar.
Bundesdruckerei GmbH
ISSUER . .
https://demo.pid-issuer.bundesdruckerei.de You Can access detalls by presslng
e st information that has an > arrow

HOLDER

next toit.

Erika.munsterman@gmail.com

Findynet Federation
FEDERATION OPERATOR

https://federation.dev.findy.fi

Funke demo
ISSUER

https://funke.demo.sphereon.com

Sphereon Federation
FEDERATION OPERATOR

https://federation.demo.sphereon.com
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Using the Digital Assistant



Using the Wallet

10:007

Credentials

Personal Identification Data
Ausweis elD

Bundesdruckerei GmbH

Expires: 12/9/2024

Near the bottom you see a Chat

icon.

It enables the Digital Assistant
interface for the Sphereon wallet.
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Using the Wallet

i ‘ The chat interface offers a novel
way to use the wallet.

Nrvadanticle

Sphereon Digital Assistant

First, it provides contextual Help.

Hello Erika, I'm here to help you navigate through the
Sphereon Wallet app. | can assist you with adding
digital credentials, reviewing contact information, and
more.

Currently, you are on the "Credentials Overview"
screen. Here, you can see an overview of your stored
credentials. If you'd like to add a new credential, you
can start by scanning a QR code from an issuer. Let
me know if you need assistance with that!

<)

Message

HO
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Using the Wallet

10:22 4

Nrvadanticle

Sphereon Digital Assistant

Hello Erika, I'm here to help yor gate through the
Sphereon Wallet app. | can a” you with adding
digital credentials, reviewir  untact information, and
more.

Currently, you are ¢ .ne "Credentials Overview"
screen. Here, yor _an see an overview of your stored
credentials. If - uu'd like to add a new credential, you
can start bv scanning a QR code from an issuer. Let
me know i you need assistance with that!

<)

Message

HO

Clicking the ) icon will activate
the Text-to-Speech function,
helping users that have reading

challenges.
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Using the Wallet

10:22 4w

Nrvadanticle

Sphereon Digital Assistant

Hello krika, I'm here to help you navigate through the
Sphereon Wallet app. | can assist you with adding
digital credentials, reviewing contact information, and
more.

Currently, you are on the "Credentials Overview"
screen. Here, you can see an overview of your stored
credentials. If you'd like to add a new credential, you
can start by scanning a QR code from an issuer. Let
me know if you need assistance with that!

<)

Scan a QR code

Clicking the gray message-box will
active the input-field.

It also activates the keyboard.

You can type a command to
instruct the Digital Assistant.
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Using the Wallet

12:40 4ile

Nrvadanticle

Sphereon Digital Assistant

In german?

Hallo Erica! Ich bin hier, um lhnen beim Verwalten
Ihrer digitalen Berechtigungen in der Sphereon Wallet
App zu helfen. Sie kdnnen neue Berechtigungen
hinzufligen, bestehende lberpriifen und sie sicher
mit vertrauenswiirdigen Parteien teilen.

Sie befinden sich gerade auf dem
Uberblicksbildschirm fiir Berechtigungen. Hier
konnen Sie alle Berechtigungen sehen, die Sie ak*
in lhrem Wallet haben. Mochten Sie eine neue
Berechtigung hinzufligen? Ich kann Sie durch den
Prozess fiihren. Mochten Sie zum QR-Scanner
wechseln, um zu beginnen?

<)

Merhaba Erica! Sphereon Clizdan uygulamasinda
dijital kimlik bilgilerinizi yonetmenize yardimci
olabilirim. Yeni kimlik bilgileri ekleyebilir, mevcut
olanlari inceleyebilir ve bunlari glivendiginiz kisilerle
guivenli bir sekilde paylasabilirsiniz.

Su anda Kimlik Bilgileri Genel Bakig Ekranindasiniz.
Burada clizdaninizda su anda hangi kimlik bilgilerine
sahip oldugunuzu gorebilirsiniz. Yeni bir kimlik bilgisi
eklemek ister misiniz? Sireci size kolaylikla
anlatabilirim. Baglamak icin QR tarayicisina gegmek
ister misiniz?

<)

Message Q)

The Digital Assistant also support
most of the world’s languages,
including many dialects.
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Using the Wallet

S You can also ask it to explain
R things in easy-to-understand
Sphereon Digital Assistant termS, even With exa mp|eS.

In german?

Hallo Erica! Ich bin hier, um lhnen beim Verwalten
Ihrer digitalen Berechtigungen in der Sphereon Wallet
App zu helfen. Sie kdnnen neue Berechtigungen
hinzufligen, bestehende lberpriifen und sie sicher
mit vertrauenswiirdigen Parteien teilen.

Sie befinden sich gerade auf dem
Uberblicksbildschirm fiir Berechtigungen. Hier
konnen Sie alle Berechtigungen sehen, die Sie ak*
in lhrem Wallet haben. Mochten Sie eine neue
Berechtigung hinzufligen? Ich kann Sie durch den
Prozess fiihren. Mochten Sie zum QR-Scanner
wechseln, um zu beginnen?

<)

Merhaba Erica! Sphereon Clizdan uygulamasinda
dijital kimlik bilgilerinizi yonetmenize yardimci
olabilirim. Yeni kimlik bilgileri ekleyebilir, mevcut
olanlari inceleyebilir ve bunlari glivendiginiz kisilerle
guivenli bir sekilde paylasabilirsiniz.

Su anda Kimlik Bilgileri Genel Bakig Ekranindasiniz.
Burada clizdaninizda su anda hangi kimlik bilgilerine
sahip oldugunuzu gorebilirsiniz. Yeni bir kimlik bilgisi
eklemek ister misiniz? Sireci size kolaylikla
anlatabilirim. Baglamak icin QR tarayicisina gegmek
ister misiniz?

<)

Message Q)
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Using the Wallet

10:22 4w

You can also talk to the Digital
Assistant.

Nrvadanticle

Sphereon Digital Assistant

This does depend on your device’s

Hello krika, I'm here to help you navigate through the

Sphereon Wallet app. | can assist you with adding VOice CO ntr0| a nd SpeeCh 'tO'TeXt
digital credentials, reviewing contact information, and f .
more. unctions.

Currently, you are on the "Credentials Overview"
screen. Here, you can see an overview of your stored
credentials. If you'd like to add a new credential, you
can start by scanning a QR code from an issuer. Let
me know if you need assistance with that!

<)

Scan a QR code
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The Credential Catalogue
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Using the Wallet

10:00 7 | On the bottom you see a menu

Credentials bar.

Personal Identification Data
( Bundesdruckerei GmbH
1/25/2024 Expires on 12/9/2024
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Using the Wallet

9:41
Credential catalog
Q search

New Other

Most relevant credentials

Ausweis elD
Your personal information from the the national elD
provider Ausweiss.

German Bundesdruckerei

Discover more credentials

Girocard
EURO Kartensysteme GmbH

Abonnementkarte
Deutsche Bahn AG

Alterskarte
Botschaft der Bundesrepublik Deutschland

Mastercard
Mastercard Incorporated

Fuhrerschein
Strassenverkehrsamt

dm Vorteilskarte
dm drogerie markt GmbH

lm‘lL l

e

Q a

This is an overview of the
available credentials in your
Wallet and possible other
credentials you can request.

F.i. if you skipped step 3 in the
onboarding, you always could find
the Ausweis elD card here.
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Sharing information

We would like to receive 1 or more credentials from you

Purpose: We need to verify your identity information.

Wb wallet oddross

Scan this QR code with your mobile wallet’s QR code scanner.
Or enter your web wallet address to open it.

Sharing information is always
done by request.
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Sharing information

We would like to receive 1 or more credentials from you

Purpose: We need to verify your identity information.

Wb wallet oddross

Scan this QR coc four mobile wallet's QR code scanner.
Orent /eb wallet address to open it.

This organization is requesting you
to share some information by
presenting a QR-code.

sphereon

—




Sharing information

We would like to receive 1 or more credentials from you

Purpose: We need to verify your identity information.

Wb wallet oddross

Scan this QR code with your mobile wallet’s QR code scanner.
Or enter your web wallet address to open it.

And they must tell you the
purpose of this request. Why do
they need this information.
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Information request

Use the QR-icon to activate the
< scanning function.

Scan QR code

Place the QR code in the camera'’s field
of view.
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Information request

The requested information is
being retrieved.

One moment

Getting information.
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Information request

<

Do you recognize Funke
demo

This is a first interaction with this party. Do you
want to continue?

@ Funke demo has a low level of trust

The party is not part of a federation that is
trusted by the wallet

Funke demo
VERIFIER

Details

Name
Funke demo ¢

Yes, continue

The first time you are asked to
share information with a new
organization, the Sphereon wallet
will ask you if know this
organization and if you want to
continue.
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Information request

<

Do you recognize Funke
demo

This is a first interaction with this party. Do you
want to continue?

O Funke demo has a low level of trust

The party is not part of a federation that is
trusted by the wallet

Funke demo
VERIFIER

Details

Name

Funke demo ¢

Yes, continue

Using a public Trust Registry the
Sphereon wallet will verify the
organization and how much it can
be trusted.

More information about this can be found
at https://sphereon.com/trust-registries

(0]
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https://sphereon.com/trust-registries

Information request

<

Information request

Purpose
We need to verify your identity information.

) Funke demo
@; Verifier

https://funke.demo.sphereon.com

The following information will be shared

Funke demo

Fam ame
MUSTERMANN

Address "
HEIDESTRASSE 17, 51147, KOLN, DE

The organization must tell you the
purpose of the request.
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Information request

The organization must identify

< itself.

Information request

Purpose
We need to verify your identity information.

Funke demo

@; Verifier

https://funke.demo.sphereon.com

The following information will be shared

Funke demo

Given name

ERIKA

Family name

MUSTERMANN

Address "
HEIDESTRASSE 17, 51147, KOLN, DE

(0]
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Information request

And the organization must
disclose exactly which information
. they are asking for.

Information request

<

Purpose
We need to verify your identity information.

) Funke demo
@; Verifier

https://funke.demo.sphereon.com

The following information will be shared

Funke demo

Family name

MUSTERMANN

Address "
HEIDESTRASSE 17, 51147, KOLN, DE

(0]
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Information request

<

Information request

Purpose
We need to verify your identity information.

) Funke demo
@; Verifier

https://funke.demo.sphereon.com

The following information will be shared

Funke demo

Fam ame
MUSTERMANN

Address "
HEIDESTRASSE 17, 51147, KOLN, DE

Only then you decide whether
you want to share this

information.
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Information request

<

Information request

Purpose
We need to verify your identity information.

) Funke demo
@; Verifier

https://funke.demo.sphereon.com

The following information will be shared

Funke demo

Fam ame
MUSTERMANN

Address "
HEIDESTRASSE 17, 51147, KOLN, D

Only then you decide whether
you want to share this
information.

Or not.
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Information request

Only when you consent to share
your information by pressing the
[Share] button, your information is
shared.

One moment

Sharing credentials.
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Relying party demo

Thank you for providing the below information

Almost there. This is what we received from you.

Address:
Country: DE
Street address: HEIDESTRASSE 17
Locality: KOLN
Postal code: 51147

Issuing country: DE

Issuing authority: DE
Family name: MUSTERMANN
Given name: ERIKA

Age is above 18: true

Only you and the requesting
organization know about this
transaction. Nobody else.
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Contacts

15:9@ An overview of parties that you
have agreed to connect with.

Contacts

Bundesdruckerei GmbH
ISSUER

https://demo.pid-issuer.bundesdruckerei.de

Erika Munsterman
HOLDER

Erika.munsterman@gmail.com

Findynet Federation
FEDERATION OPERATOR

https://federation.dev.findy.fi

Funke demo
ISSUER

https://fu lemo.sphereon.com

Sphereon Federation
FEDERATION OPERATOR

https://federation.demo.sphereon.com
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Contacts

Detailed overview of a contact.

Contact

Bundesdruckerei GmbH
ISSUER
e

Details

Name
Bundesdruckerei GmbH

Identities

Contact Activities

(0]
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Contacts

Link to more details about the
identity information of this
contact.

Contact

Bundesdruckerei GmbH
ISSUER
e

Details

Name
Bundesdruckerei GmbH

Identities

Contact Activities

(0]
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Contacts

Identities

All related identities

https://demo.pid-
@ issuer.bundesdruckerei.de/c
ISSUER

https://demo.pid-
@ issuer.bundesdruckerei.de/c2

ISSUER

This contact has two verifiable
digital identities related to it.
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Contacts

Link to an audit trail about
interactions with this contact.

Contact

Bundesdruckerei GmbH
ISSUER
e

Details

Name
Bundesdruckerei GmbH

Identities

Contact Activities

(0]
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Contact Audit trail

A list of all activities you have had
with this party.

You can see more details about an
activity by pressing the > icon.

All activities with Bundesdruckerei GmbH

Personal Identification Data

E Credential received

25-Nov-2024 09:34

(0]
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Contact Audit trail

Ll : Details include:
Bundesdruckerei GmbH * Pa rty
. e « Date & time
Personal Identification Data * I Ssu ed In fo rmat|0 n
Ausweis elD °

Status message

Bundesdruckerei GmbH

Expires: 12/9/2024

Issued information

New credential added to your wallet

You can finally use your https://
example.bomi.bund de/credemml/pld/l 0 card for
official sharing purposes.

About Bundesdruckerei GmbH
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Settings

14:00@ sl 5 . You can access the settings by
pressing the profile icon on the
top-right and selecting [Settings].

Credentials
Settings

Present QR code

Personal Identification Data
Ausweis elD

Bundesdruckerei GmbH

Expires: 12/9/2024
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Settings

= T The settings screen provides gives
< Settings access to several groups of
settings

& Sign out

(0]
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Settings

In this version of the wallet, we
G just provide an overview of your
information.

EM

Erika Munsterman
Personal

General

Personal information
Login and security

Biometric authentication

Ausweis elD
German Bundesdruckerei

Family name

Birth year

2 Delete wallet

(0]
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Deleting the wallet

Account

EM

Erika Munsterman
Personal

General

Personal information

Login and security

o

2 Biometric authentication

Ausweis elD
German Bundesdruckerei

Given name

Family name

Birth family name

Birth year

2 Delete wallet

We do allow you to delete your

wallet.
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Deleting the wallet

Are you sure you want to delete your
wallet?

Are you sure you want to delete your wallet: Erika Munsterman?

=

)

We do allow you to delete your
wallet.

But be very careful: you won't be
able to undo this or recover your
wallet after you delete it!

Remember: we're not storing your
information anywhere but on your own
personal device!

(0]

phereon



Contact us for more information

sphereon

info@sphereon.com
sphereon.com

S Sphereon Wallet


mailto:info@Sphereon.com
https://sphereon.com/
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