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PREREQUESITES

1. Download the add-in packages

Go to https://sphereon.com/downloads/Sharepoint/add-ins/prod and download the
desired (-online) app packages.

Index of /downloads/Sharepoint/add-ins/prod

Name Last modified Size Description

QE) Sphereon Addin basement prod-online zip 2018-08-22 09:42 10K

{} Sphereon Blockchain Addins prod-online zip 2018-08-22 09:42 74K

0 Sghereon Conversion Addins prod-online zip 2018-08-22 09:42 10K

ﬁ:} prod-on-premuse zip 2018-07-31 11:55 18K

Sphereon Addin basement prod-online.zip (required)
You will need this package to be able to link and configure our service with your
SharePoint environment.

Sphereon Blockchain Addins prod-online.zip
You will need this package to be able to use the Blockchain Sign and Verify functions.

Sphereon Conversion Addins prod-online.zip
You will need this package to be able to use the PDF Conversion functions.

Note:

The above are the installation packages for a Production installation.

When testing: the parent directory also contains packages for /test and /acc that
correspond to the Test resp. the Acceptance deployments of the Sphereon Add-in
Cloud Provider.
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2. Signup and register on store.sphereon.com

In order to use the Sphereon APIs you need a consumer key and a secret value.

To obtain these you must signup at https://store.sphereon.com

Click on Sign up.

Sphefeon API Store ‘@ Sign-up| @ Sign In

&3 APs

["%] APPLICATIONS

% ForuM Recently Added APIs

ANALYTICS

XM word  vision

verify | tiff  text

template lag

symmetric A
named-entity-extraction- pdf-stamp-0.1

spreadsheet  sign Sphe

Sphereon BY

recognition qr

Enter your account details

@ Create your Account
Sphe O Username *

®
APl STORE
Characters left: 24
Password *
......... ®
Re-type Password =
......... ®

First Name *

Last Name *

Email *

API Store - Notification X

View Additional Deta
coee
User added successfully. You can now sign into the API store using the new user account.
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Log in with the user name and password that you just entered in the Sign up screen.

Sign in to your account
Spheﬁﬁ )
API STORE

o f oo |

You will need to define and configure a so-called Application, which will consist of one (or
more) APIs and that you will use for your project.

Go to the APPLICATIONS section, click ADD APPLICATION.

3 API Store

Sphefeon

E APPLICATIONS

&3 Apis
B FORUM Applications

4i} | ANALYTICS

of APls and to subscribe

An application is a logical collection of APIs. Applications allow you 1o use a single access token to invoke 2

to one API multiple times with different SLA levels. The DefaultApplicalion is pre-created and allows unlimit

Tier Status Subscriptions

Unlimited ACTIVE 0
& @ View # Edit

i Delete

Show| 10 v entries Showing1to1 of 1entries
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Choose and enter a name for the Application that is going to use.

3 API Store

Sphereon

[} APPLICATIONS @ APPLICATION LIST

&3 APS
™ Forum Add Application

An application is a log ection of APIs and to subscribe

access LoKe

eated and al nlir e by default

il collection of APls. Applicati

s with different SLA levels. Th

v you 1o use

to one API multiple aultApplication

Name*
Characters left: 55
Per Token Quota Unlimited - Allows uniimited requests
Thi ur | you 1 SSig AP| requesl quota p ss token. Allocated guota
I are
Description

Cancel

You can leave the Per Token Quota as is. Optionally, you can enter a Description for your
Application.

Next, go to the APIS section.

API Store

'f,-phert;on

E APPLICATIONS @APPUCATION LIST @ EDIT
g API;}T‘
. Forum MyBlockchainApp

ANALYTICS

Delails Production Keys Sandbox Keys Subscriptions

Status APPROVED

Per Token Quota Unlimited Allows unlimited requests

Description Not Given
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The APIS Section will display publicly available APIs.

Click on Blockchain-Proof API.

Sphefeon API Store @ dcoder~

&3 APis All~  Search...

] APPLICATIONS

¥ FoRUM

ANALYTICS

spreadsheet  sign

recognition  gr

public  proof

Next, select your Application from the drop-down menu and click the [Subscribe] button
to subscribe (and link) the API to your new Application.

!:phsr‘e—(;n API Store @ dcoder~

&3 AP @ GO BACK

[°%] APPLICATIONS

¥ FORUM Blockchain-Proof - 0.10

ANALYTICS
Version: 0.10 Applications
By: Sphereon BY MyBlockchainApp -
Updated: 9/Jul/2018 04:2 Tiers
Status: Unlimited -
Rating: X )
° o]
Subscription Successful X

You have successfully subscribed to the API.

View Subscriptions Stay on this page

Click on the [Stay on this page] button.
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Besides the Blockchain-Proof API, you also need to subscribe to the following APIs:
e Easy-Blockchain
o Crypt-Keys
e Storage

Click on GO BACK to return to the APIS page.

API Store

- phere-on

Q APIS @ GO BACK

["S] APPLICATIONS

W ForuM Blockchain-Proof - 0.10

a3 ANALYTICS

Repeat steps 7 and 8 for all of the API's below:

Easy-Blockchain Crypto-Keys Storage
0.10 0.9 07
Sphereon BY Sphereon BV Sphereon BV
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Go back to the APPLICATION section and open the Production Keys tab.

F,phere‘on

API Store

APPLICATIONS @ APPLICATION LIST @ EDIT

APIS

FORUM MyBlockchainApp
ANALYTICS
Details Sandbox Keys Subscriptions
1 for this type in this application
Grant Types
The application can use the following grant types to generate Access Tokens. Based on the application requirement, you can enable or
disable g for this applicatior
Ref oker M SAML2 Pas d
WA-NTLM Client Credentia
Callback URL

Note: If your connecting app provides a callback URL (like MS-flow) you can enter this
in the "Callback URL" field.

S phem‘on

AP Store

E APPLICATIONS @ APPLICATION LIST @ EDIT

&3 APs
M FoRUM MyBlockchainApp

| ANALYTICS

Details Production Keys Sandbox Keys Subscriptions

1is type in this application.

] grant types to generate Access Tokens. Based on the application requirement, you can enable or

mplicit Password
Code
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Now click on the [Generate Keys] button at the bottom of the screen.

‘?pheréoﬁ AP Store @ dcoder~

[™X] APPLICATIONS @APPLICATION LiST @ EDIT

&3 APis
M ForuM MyBlockchainApp

Details Production Keys Sandbox Keys Subscriptions

@ No Keys Found

No keys are generate

for this type in this application

Grant Types

lo generate Access Tokens. Based on the application requirement, you can enable or

Scopes

Access token validity period

Seconds

| Generate keys
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If your keys are hidden, you can click on the [Show keys] button.

Details Production Keys Sandbox Keys Subscriptions

I Show Keys I

Consumer Key

Grant Types

licat

dis

Refresh Token
WA-NTLM

Callback URL

https://europe-001.consent.azure-apim.net/redirect

Generate a Test Access Token

Access Token

Above Loken has a validity period of 3600 seconds. And the token has ( am_application_scope default ) scopes.

Validity period

3600 Seconds

Write down or copy the keys. You will need them during the installation process.
Note: You can always revisit this page.

Note: There are separate keys for Production and Sandbox (Test) environments.
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INSTALLATION

These following sections of this document describe how to install the Sphereon add-ins.

The Sphereon SharePoint Add-in will provide Menu items for function that link them to
Sphereon’s cloud API content services.

A % Following | Share
Sphereon demo site

Copy link L Downioad ] Delete o° Flow &= Pintotop [4 Movero [ Cepyto 7 Rename 1selected

Libraries

Blockchain actions > Sign document ..

&) Conversion Settings Proof document Q Nertme

F
F
PDF Library
Convert to PDF todified By Add cf

2y Version history ander Postma

~

L1 Alert me

faarten Boender

[ Manage my alerts

\J Check out

Installation steps

The steps are:

Register the add-in client 13
Upload app package 14
Install the app(s) 19
Configure the Sphereon Add-in 21
Configure the Sphereon PDF Conversion Add-in 24
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Register the add-in client

1. Go to - https://<your-site>.sharepoint.com/ layouts/15/AppRegNew.aspx

App Information

72a5d4e6-451c-11e7-a919-92ebcb67fe33 Generate
Generate

Sphereon addins

sp-addins.sphereon.com

https://sp-addins.sphereon.com/dev/provide *

Use the Sphereon provider client id: 72a5d4e6-451c-11e7-a919-92ebcb67fe33
3. After the client secret click "Generate"

4. Save this value, f.i. in your password vault.
(You will need this in the Configuration step, later.)

5. The App domain is sp-addins.sphereon.com
6. The Redirect URI is https://sp-addins.sphereon.com/start

Sphereon 13
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Upload app package

1. Go to the site collections section in your SharePoint admin portal -
https://<your-site>-
admin.sharepoint.com/ layouts/15/online/SiteCollections.aspx

2. Check your app catalog site (name can vary) and select Owners from the ribbon.

’ Site Collections

New Delete Properties Owners Sharing Storage Buy  Server Resource Uparade Recycle
B - Quota Storage Quota - Bin

0

Contribute Manage estore

v

Jo
URL

https://spherecn.sharepoint.com
\ttps://spherecn.sharepoint.com/portals/community
hitps://sphereon.sharepoint.com/portals/hub
https://sphereon.sharepoint.com/search

(¢! https://sphereon.sharepoint.com/sites/apps
https://sphereon.sharepoint.com/sites/circle-dev
https://sphereon.sharepoint.com/sites/discovery
https://sphereon.sharepoint.com/sites/gilde
https://spherecn.sharepoint.com/sites/kwic

ttps://sphereon-my.sharepoint.com

Sphereon 14
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3. Next, select the menu-item Manage Ad

ministrators.

Site Collections
X @S dd D 5@ fo
New Delete  Properties Owners Sharing S(t)ourgtgae Stgrgge Serveé Llligtsaource Upgrade Proﬁ% \Cleb 55255”.12 Déggin ReBcl):‘cle
Contribute Manage Administrators |M2729€ Public Website  Restore
Search by URL.. Add Stpport Paftner 1i03:TB availabléiof 1:03 TB\E——————1 6500
[] URL STORAGE USED (GB)
https://virtualdeveloper.sharepoint.com 0.40
https://virtualdeveloper.sharepoint.com/portals/community 0.00
https://virtualdeveloper.sharepoint.com/portals/hub 0.00
https://virtualdeveloper.sharepoint.com/search 0.03
https://virtualdeveloper.sharepoint.com/sites/adappteam 0.00
https://virtualdeveloper.sharepoint.com/sites/BSG 0.00
https://virtualdeveloper.sharepoint.com/sites/catalogue 0.00
https://virtualdeveloper.sharepoint.com/sites/d 0.01

4. Make sure your account is in the list of Site Collection Administrators

manage administrators

Primary Site User name:

Collection | ] & 2
Administrator

Specify the

administrator for this
site collection. Only
one user login can be
provided; security
groups are not
supported.

Site Collection
Administrators

Site Collection ==
&[T

Administrators are

given full control over

all Web sites in the site

collection. They may

also receive site use

confirmation mail.

Enter users separated

by semicolons.

Sphereon
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5. Next, open the apps menu, then click on App Catalog

Office 365

Admin

SharePoint admin center

site collections
nfopath

user profiles
DCS

term store

records management
search
secure store

naring
settings
configure hybrid
access control

Purchase /V\pprsv
Ménage Lircenrsersv -
;onfigure VStorreVSett.ingrs ,
MQnitor Appsr ,

App Permissions

6. Click the Distribute apps for SharePoint tile:

Office 365

SharePoint

BROWSE PAGE

B>

Recent

YammerServerSideAPI
Apps for SharePoint
Apps for Office
App Requests

Site contents

Home

App Catalogue

Getting started with your app catalog site

Distribute apps for
SharePoint

Make apps available
to your endjusers

Manage requests for
apps

'ﬁ)fﬁce

Sphereon
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7. If you have not yet done so, go
to https://sphereon.com/downloads/Sharepoint/add-ins/prod and download the

desired (-online) app packages.

You will need the Sphereon Addin basement prod-online.zip package to be able to
link and configure our service with your SharePoint environment.

(For more information on how to obtain these, see PREREQUISITES at the
beginning of this manual)

8. You will need to extract the app packages from the zip archives.

Sphereon 17
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9. In Office 365, click the "Upload" button and upload the latest app packages.

Office 365 SharePoint

e
bl
BROWSE FILES LIBRARY

Apps for SharePoint o

Recent @ New i Upload v

YammerServerSideAP}

All Apps  Featured Apps  Unavailable Apps ~ =*+ Find a file jol
Apps for SharePoint

Apps for Office

v U Title Name App Version Edit ProductID

Sphereon
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Install the app(s)

1. Go to the site contents of your root site
https://<your-site>.sharepoint.com/ layouts/15/viewlsts.aspx

and click the New button, then select List

Office 365 | SharePoint

£ search

Home
Documents

Apps in Testing
Samples
Developer Center
PDF Library
Pages

Site contents

£ Edit

Test

$ween  Sphereon Teamsite

Fage
Document library

App

Subsite

Contents  Subsites

Site usage has n

Track visits, view trendi

Go fo Site usage

Create a list called "Sphereon

Create list

Name

Sphereon

Description

D Show in site navigation

Sphereon
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2. Go back to the site contents and select Add an app

Search

Home
Notebook
Documents
Calendar

Corporate Documents

User Profile

T New
z [asks asks
= Images
T MicroFeed
&  MosicTilesApp App
T MyTiles
Pages Kt

&l Site Collection Images

*  Site Pages

& Timesheet Application A

Tasks asks

Team Site

i Site usage

N7 11:24 AM
1€ M
A720. M
(2016 111 FM
1 PM

Workflow Tasks Tasks 35 2 2/15(2016 145 PM

Office 365 settings

Site contents

Getting started
Site information

Site permissions

3. Then select the desired Sphereon add-in and Trust it:

Your Apps

Apps You Can Add
From Yeour Organization
Manage Licenses

Your Requests

SharePoint Store

Noteworthy

B

Let it have full control of this site collection.

Let it have full control of this
Let it share its permissions with other users,

Let it access basic information about the users of this

site

SHOW LANGUAGE OFTIONS

Document Library Custom List
ailanr DU iy Populiy bosit-in apy
App Detak App Details
Apps you can add  sewest  Name
oh lockehal \ c
Addins Online Addins
App Decads App Detalls

Sphereon addins

Trust it Canced

A Dt Yide-s

App Detiks

Repeat this for all Sphereon

add ins that you require.

Sphereon
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Configure the Sphereon Add-in

1. Open the just created Sphereon list and click the Sphereon Setup menu-item:

i Team Site W
T Sphereon document comversion ophions

Notebook
- ; + New & Quickedit @ Exportto Excel o Flow o PowerPpps «. Sphereon setup  DocuSidn
Documents
Calendar
Sphereon
Corporate Documents
Site Contents Title

2. In the configuration screen paste the client secret you saved in §1.3,

¥) sphereon
< Back

Authentication

Authentication mode

OAuth2 v

egistration status  Not Registered

Please go to http://sharepoint-url/_layouts/15/AppRegNew.aspx and enter the information below

3" (without quotes). Do not press

ated value inta the Sharepoint App S

Sharepoint App Secret 000000000000000000000000000000000000000000 ]

\ #

Save

Select OAuth2 as authentication mode.

Press the Save button.

Note. If you are connected to an older backend version you will now need to
press the back button and client Sphereon Setup again.

Sphereon 21
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3. Under "Sphereon Microservice Authorization" you will need to enter a consumer

key and a secret value.
(For more information on how to obtain these, see PREREQUISITES at the

beginning of this manual)

< Back Save

Authenticatior here | oservice Al rization Operating mode Blockchain settings sior
EXPIRING

Consu 2 Fkkhkkkk ok khkhk Rk ko hhhhh kA kkkk

ons secret B R L L T 23

4. Next click Operating mode tab.

sphereon

< Back Save

thentication Sphereon Microservice Authorization C‘]}E‘!'-ﬁt ng moae Blockchain settings Vision

Sharepoint authentication mode

OAuth2

OAuth2 settings

Registration status Registered & authenticated

Sphereon 22
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5. Verify the configuration variables:

Authentication Operating mode

DIRECT

INTERACTIVE

ULT oo

T
&
|

https://

https://

Save

.sharepoint.com/

.sharepoint.com/

nt farm

for your Sharepo

Generate & download

For SharePoint Online installations you can leave these settings alone, except for

the option "Processing Mode".
Processing Mode options:

INTERACTIVE

A Status page is displayed that shows messages of all the

processing steps that are executed.

BACKGROUND

displaying a Status page.

All the processing is done in the background without

Sphereon
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Configure the Sphereon PDF Conversion Add-in

1.

If you are using our Sphereon PDF Conversion Add-in, go to your Documents
library and click Conversion settings menu-item:

Office 365 SharePoint

} Search i Wnexiorn Deve ent Toject Management Real Estate SearchCenter SitesDem: et Profi jealth_And_Weline

Team Site
Home

phereon document conversion options
Notebook
4 Download [ Delete {5 Moveto ) Copyto  Blockchain actions DocuSk o] Conversion settings

Calendar

Documents

You will need to provide an access token and configure the variables:

Convert to PDF settings for Documents Default convert to PDF settings
I Sphereon APl key = 2db9cdd5-39fc-301e-bc8e-64€937b9991d I
Engine type | PREMIUM

PDF format/version | PDF/A 1b
Compression type = ADVANCED
Save mode = Separate document v

Save mode non-pdf source files
T.:l;i‘:‘[ site

Target library Vv
Content-type

Copy metadata |_J

(Details about these settings can be found on page 26 or in de API documentation
which online on https://store.sphereon.com).

For any questions, do not hesitate to contact us!

Sphereon 24
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Using the Sphereon PDF Conversion Add-in

You should now be able to use the new menu items in your document libraries.

‘ ‘ % Following 12
Sphereon demo site

Share & Copylink 4 Download [ Delete o° Flow t= Pintotop [ Movete [} Copyto 7 Rename 1 selected
Blockchain actions
Libra .
InitialDocs TSR
&) Conversion Settings
(/] Y Name Stage Revene Approve todik
© 5-elgordo-180708-00002.jpg Final E bl
art n
i
F Libra
\l ¢

Just select a document and select Convert to PDF from the drop-down menu.

Sphereon 25



SharePoint Online add-ins Installation Guide

PDF Conversion settings

sphereon

< Back Save

PREMIUM
ADVANCED
PDF/A1b

Separate document

onvertto P settings for tialDo Jefault convert to PDF settings

The following parameters can be set for the PDF Conversion:

Engine type
Compression type
PDF format/version
Save mode

Save mode non-pdf source files
Target Site

Target Library
Copy metadata

Content type

Select the type of engine you want to use.

Select the level of compression.

Select the sub-type PDF specification.

Select if you want to either Replace a PDF file with
the new PDF or as a Separate file or as a new
Version of the PDF file.

The new PDF files for Non-PDF source files will be
saved as a Separate file.

Select the target Site to save the PDF file in.
Select the target Library to save the PDF file in.
Check this if you want to copy the associated
metadata and column data to the target
Site/Library.

Select a Content type for the new PDF file.

Default settings and Library specific settings

You can define these settings as the Default for all PDF conversions, as well as, define
settings to override these on the SharePoint Library level.

Sphereon
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Using the Sphereon Blockchain Add-in

The Blockchain Add-in enables you to Sign and Proof documents, or any object, on
Blockchain.

Signing an object

When you Sign an object, Sphereon will create a standard SHA-256 hash-value, a kind
of electronic fingerprint, which is a unique representation of a digital object. If anything
in the object is changed, this will result in a different hash-value.

This hash-value is then appended to a block in a blockchain, where it is time-stamped
and distributed over the peer-to-peer blockchain network.

When the network has checked and validate this transaction as a valid transaction, it is
marked as registered.

Sphereon supports multiple blockchain infrastructures, such as BigchainDB, Ethereum,
Factom, Hyperledger Fabric, Multichain, through a generic interface. You can specify
which one to use in the Add-in settings.

Using the Blockchain Sign function in SharePoint

You can use the functions through the menu items in your document libraries.

Just select a document and select Blockchain actions-> Sign document from the drop-
down menu.

& Share % Copylink | Download [§] Delete © Flow Pintotop [3 Moveto [ Copyto £ Rename 1selected X

Sign document Blockchain actions

% Following & Share
H Sphereon demo site

InitialDocs
niti Nag ) ’ 110 PL i
C (] Jordo- 18 )00 A 4 Dy Ve histor o

Alert

FlowActivity o 5-elgordo-180708-00002.pdf
Manag t

N T
L n-doc
sphereon
< Back
[ ——

Sphereon
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Verifying an object

When you want to Verify an object, Sphereon will again create the same standard SHA-
256 hash-value, the electronic fingerprint, which is a unique representation of a digital
object.

Sphereon will the search for the hash-value in the blockchain transactions. If the hash-
value is found, the object was registered. Sphereon will return the related information,
such as the timestamp.

Now, if anything in the object is changed, this will result in a different hash-value.
Sphereon will then not be able to find it in the blockchain transactions. Sphereon will

return that it could not find the information and therefor cannot guarantee the document
as the original, authentic version.

Using the Blockchain Proof function in SharePoint
You can use the functions through the menu items in your document libraries.

Just select a document and select Blockchain actions-> Proof document from the drop-
down menu.

| % Following & Share
Sphereon demo site

0 Search & Share % Copylink J Download [§ Delete o° Flow Pintotop [ Moveto [ Copyto < Rename 1selected X

Blockchain actions

Sig en
InitialDocs Proof document :
Y Name Stage Reviewsr Approver Convert to PDF foditied By
FinalDocs (] 5-elgordo-180708-00002 pg F ander @ nistor nder
3 Alert
FlowActivity o 5-elgordo-180708-00002 pdf
[ Manage r 1
[ Lk
\
Sph Jocs
Recyle bin sphereon

< Back
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